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Issues of ensuring security, preventing crimes on objects of transport current­
ly are very relevant. The greatest threat is represented by acts of terrorism, which 
usually occur in crowded places, kill dozens of innocent people, and inflict consid­
erable material damage. The number of victims of terrorist attacks is significant. 
Here are some examples: as a result of the terrorist attack of December 29, 2013 at 
the train station in Volgograd 15 people were killed and more than 40 wounded; 
January 24, 2011 at Domodedovo Airport 35 people were killed and 180 wounded; 
March 29, 2010 at Moscow metro stations "Lubyanka" and "Park Kultury" 39 peo­
ple were killed and 33 wounded; November 27, 2009 when attacking the "Nevsky 
express train" 28 people were killed and 95 wounded and etc.

The goals terrorist acts on transport are not only the violation of its proper 
functioning, damage to life and health of citizens, implementation of total intimida­
tion of the population, but also pressure on the authorities.

For the Russian Federation, which is a link between Europe and Asia, as well 
as North America through the small space of the Bering Strait, "ensuring the safety 
of transport infrastructure is much more important than for the majority of coun­
tries in the world, due to the size of the territory, presence of all transport types 
(rail, road, air and water)" [21, 2]. The turnover of the Russian market of transport 
services in 2014, including the revenues from cargo handling in ports and airports, 
will exceed 72 billion $ [16, 5].

It is clear that, under the circumstances, prevention crimes of terrorist nature 
on transport requires the synthesis of tactical, psychological and legal actions, the 
implementation of which is within the competence of law enforcement officers, 
there is a need for "decisive measures and new technologies that can be used not 
only against the threat of terrorist acts, but also against other types of crime on 
transport objects" [20].

Goals, objectives, directions of activity of public authorities to counter ter­
rorism are defined by the Constitution of the Russian Federation [4], generally 
accepted principles and norms of international law, international treaties of the 
RF [1; 2; 3], "The National Security Strategy of the Russian Federation until 2020" 
[11] approved by the Decree of the RF President No. 537 from May 12, 2009, "The 
Concept of Counter-terrorism in the Russian Federation" [12] approved by the 
President of the Russian Federation on October 5, 2009, as well as by Federal 
Laws: No. 115-FL from August 7, 2001 (as amended on July 21, 2014, No. 213-FL) 
"On Combating Terrorism" [6], No. 390-FL from December 28, 2010 "On Secu­
rity" [7], No. 3-FL from February 7, 2011 (as amended in Federal Law No.258-FL 
from July 21, 2014) "On the Police" [8], No. 40-FL from April 3, 1995 (as amended
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in Federal Law No. 178-FL from June 28, 2014) "On the Federal Security Service"
[5], by Decrees of the RF President: No. 1167 from September 13, 2004 "On Ur­
gent Measures to Improve the Effectiveness of Combating Terrorism" [9], No. 116 
from February 15, 2006 (as amended in Decree of the RF President No. 479 from 
June 27, 2014) "On Measures to Combat Terrorism" [10], No. 851 from June 14, 
2012 «On the Procedure for Establishing Levels of Terrorist Threat, which Provide 
for Additional Measures to Ensure the Security of an Individual, Society and the 
State" [13], and by other normative legal acts that define the system, competence 
and powers of the units to counter terrorist activities.

According to paragraph 3 article 3 of the Federal Law "On Combating Terror­
ism", terrorist act is a commission of an explosion, arson or other acts that frighten 
people and create the risk of loss of human lives, infliction of significant property 
damage or other serious consequences, in order to destabilize the activity of public 
authorities or international organizations, or to impact on their decisions, as well as 
a posing of threat to commit such acts for the same purposes.

The main signs of crimes of a terrorist nature on transport, according to the 
shared by us opinion of E. N. Savinkovoy, are [19, 36]:

1) the use of extreme forms of violence or threats of such violence;
2) goals of attacks go outside of really caused, actual consequences (killed, 

wounded, panic, etc.);
3) goals of attack are achieved through psychological impact on people who, 

as a rule, are not direct victims of violence;
4) objects, which are significant for terrorists, are traditionally the objects of 

transport representing high-risk sources; including objects of citizens concentra­
tion -  railway stations, airports, etc. Victims of attacks are chosen randomly, inde­
pendently from the status in the system of public authorities (passengers of Metro, 
train, aircraft, employees of terminals, airports, etc.).

According to paragraph 5 article 12 of the Federal Law "On the Police", the 
duties of police officers include "ensuring the safety of citizens and public order ... 
on highways, railway stations, airports, sea and river ports and other public plac­
es". Moreover, the police, in accordance with paragraph 6 of the said article, bears 
the responsibility "to ensure, together with the representatives of executive author­
ities of the subjects of the RF, bodies of local self-government and the organizers... 
of public events, the security of citizens and public order ...".

The reality is that in modern conditions to ensure anti-terrorism security on 
transport objects the use of formal monitoring activities and inspection techniques 
is not enough, since they often do not allow early identification of criminal intent. 
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Only transport police staff specially trained the technology of profiling with high 
probability, using analysis of psycho-physiological reactions of a man, can identify 
its unlawful intention and take immediate actions to prevent terrorist acts [14: 15].

Profiling (English -  profile) is based on forming the profile of a passenger. 
With respect to the use by the police on the objects of transport, profiling technol­
ogy is a system of special measures to detect potentially dangerous passengers and 
situations. It can be seen as a) totality of the ways for assessing and prediction, 
based on analysis of external signs that characterize human behavior; b) surveil­
lance technologies used to detect potentially dangerous persons in crowded places 
(including on transport objects).

Profiling technology was used for the first time during pre-flight inspection 
in the registration area by the Israeli airline company "El Al" at the end of the 
1970-ies. Israeli profiling concept is based on the fact that any passenger could 
be a terrorist, and its baggage items -  weapons or explosive devices. The experts 
are to confirm or refute this statement. The use of profiling technology allows the 
identification of potentially dangerous persons in significant crowding of pas­
sengers, but it should not be a substitute for a thorough inspection of a passenger 
and it baggage.

Profiling technology is directly based on the identification of potentially dan­
gerous persons and situations on the basis of a comprehensive analysis of factors 
such as human behavior, physical appearance and its luggage, etc. This technology 
involves the use of psychology methods, with emphasis on human abilities to per­
ceive and to read information when observing the conduct of people.

The use of profiling technology, which allows decoding of non-verbal compo­
nents of human behavior, makes it possible to obtain the most objective information 
about a person planning a terrorist act on transport objects and to take preventive 
measures to prevent it. It is based on two main methods that allow control of situ­
ation: a) psychological monitoring (implies identification of visual discrepancies); 
b) poll (it is based on the study of the response of a suspected person to specially 
designed questions asked by experts).

To successfully counter crimes of a terrorist nature on transport the bodies 
of transport police must be provided with qualified personnel. It is obvious that 
the effectiveness of law enforcement officers is largely dependent on the quality 
of training, one form of which is professional development of existing employees, 
including those working at the objects of transport [12, 18]. Today, one of the most 
significant tasks for the system of education and advanced training of employees of 
the transport police is the organization of learning profiling technology.
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According to article 46 of The Concept of Counter-terrorism in the Russian 
Federation, training and retraining of staff to counter terrorism is based on interde­
partmental and departmental training centers and educational institutions, as well 
as the educational institutions of higher professional education.

Successful experience of professional development of transport police offic­
ers specializing in profiling, ensuring security (including against terrorist threats) 
on transport is realized in the All-Russian Institute of Further Education of the 
Employees of the Ministry of Internal Affairs of Russia -  a leading educational 
institution of additional vocational education of the Ministry of Internal Affairs 
of Russia. In accordance with the Order of the Ministry of Internal Affairs of the 
Russian Federation, Training center for employees in the sphere of transportation 
security, which carries out professional training and professional development of 
police officers providing security on transport objects, has been formed in the 
institute since December, 2006. The Center provides training for students in the 
following disciplines [17; 18; 21]: activity of internal affairs bodies on transport 
aimed at countering terrorism; peculiarities of the service duties to maintain pub­
lic order at objects of transport; peculiarities of the regulations for carriage of pas­
sengers, hand baggage and luggage on objects of air transport; tactics of checking 
the documents of citizens on objects of transport; profiling (method of detecting 
potentially dangerous people and situations during pre-flight inspection).

The widespread introduction in educational institutions of the Russian MIA 
the system of staff training and professional development of transport police offic­
ers, which is based on the study of profiling technology, will allow most efficiently 
resolve professional tasks of operational activity, develop practical skills aimed at 
recognition persons that plan a terrorist act that, ultimately, will help to minimize 
the manifestations of terrorism and achieve the main goal -  protection of individu­
als, society and the State from terrorist acts.

Application of profiling as one of the most important ways of ensuring trans­
portation security allows prevention of wrongful activity through revealing poten­
tially dangerous people and situations, makes it possible to classify an individual 
according to the identified signs for its potential danger of committing not only ter­
rorist crimes on transport, but also other crimes, to identify the so-called potentially 
hazardous situations that lead to the conclusion about preparation for a terrorist act 
on transport (for example, unattended things, baggage, etc.).



References:

1. International Convention for the Suppression of the Financing of Ter­
rorism from December 9, 1999 [Mezhdunarodnaya konventsiya o bor'be s finan- 
sirovaniem terrorizma ot 9 dekabrya 1999 g.]. Byulleten' mezhdunarodnykh dogovo- 
rov -  Bulletin o f International Treaties, 2003, no. 5.

2. Cooperation Agreement of States-participants of the Commonwealth 
of Independent States in Combating Terrorism from June 4, 1999 [Dogovor o 
sotrudnichestve gosudarstv -  uchastnikov Sodruzhestva Nezavisimykh Gosu- 
darstv v bor'be s terrorizmom ot 4 iyunya 1999 g.]. SZ RF -  Collection o f Laws o f the 
RF, 2006, no. 22, article 2291.

3. Treaty on Countering the Legalization (laundering) of Proceeds from 
Crime and Terrorist Financing in Moving Cash and (or) Cash Instruments across 
the Customs Border of the Customs Union from December 29, 2011 [Dogovor o 
protivodeistvii legalizatsii (otmyvaniyu) dokhodov, poluchennykh prestupnym 
putem, i finansirovaniyu terrorizma pri peremeshchenii nalichnykh denezhnykh 
sredstv i (ili) denezhnykh instrumentov cherez tamozhennuyu granitsu Tamoz- 
hennogo soyuza ot 29 dekabrya 2011 g.]. SZ RF -  Collection o f Laws o f the RF, 2013, 
no. 21, article 2561.

4. The Constitution of Russian Federation: adopted by popular vote De­
cember 12, 1993 (in view of amendments made by the laws of the Russian Federa­
tion No. 6-FCL from December 30, 2008, No. 7-FCL from December 30, 2008, No. 
2-FCL from February 5, 2014, No. 11-FCL from July 21, 2014) [Konstitucija Rossi- 
jskoj Federacii : prinjata vsenarodnym golosovaniem 12 dekabrya1993]. Rossiis- 
kaya gazeta -  Russian Newspaper from December 25, 1993.

5. Federal Law No. 40-FL from April 3, 1995 (as amended in Federal 
Law No. 178-FL from June 28, 2014) "On the Federal Security Service" [Fed­
eral'nyi zakon ot 3 aprelya 1995 g. Nq 40-FZ (v red. Federal'nogo zakona ot 28 
iyunya 2014 g. N  178-FZ) «O Federal'noi sluzhbe bezopasnosti»]. SZ RF -  Collec­
tion o f Laws o f the RF, 1995, no. 17, article 1269.

6. Federal Law No. 115-FL from August 7, 2001 (as amended on July 21,
2014, No. 213-FL) "On Combating Terrorism" [Federal'nyi zakon ot 7 avgusta 
2001 N  115-FZ (v red. ot 21 iyulya 2014 g. N  213-FZ) «O protivodeistvii terror- 
izmu»]. SZ RF -  Collection o f Laws o f the RF, 2006, no. 11, article 1146.

7. Federal Law No. 390-FL from December 28, 2010 "On Security" 
[Federal'nyi zakon ot 28 dekabrya 2010 g. N  390-FZ «O bezopasnosti»]. SZ RF -  
Collection of Laws o f the RF, 2011, no. 1, article 2.

To
pi

ca
l 

iss
ue

s 
of 

us
ing

 
th

e 
te

ch
no

lo
gy

 
of 

pr
of

ili
ng

 
in 

ac
tiv

ity
 

of 
tr

an
sp

or
t 

po
lic

e 
as 

me
an

s 
to 

en
su

re
 

an
ti

-t
er

ro
ri

st
 

se
cu

rit
y 

on 
tr

an
sp

or
t



To
pi

ca
l 

iss
ue

s 
of 

us
ing

 
th

e 
te

ch
no

lo
gy

 
of 

pr
of

ili
ng

 
in 

ac
tiv

ity
 

of 
tr

an
sp

or
t 

po
lic

e 
as 

me
an

s 
to 

en
su

re
 

an
ti

-t
er

ro
ri

st
 

se
cu

rit
y 

on 
tr

an
sp

or
t

8. Federal Law No. 3-FL from February 7, 2011 (as amended in Fed­
eral Law No.258-FL from July 21, 2014) "On the Police" [Federal'nyi zakon ot 
7 fevralya 2011 g. N  3-FZ (v red. Federal'nogo zakona ot 21 iyulya 2014 g. N  
258-FZ) «O politsii»]. SZ RF -  Collection o f Laws o f the RF, 2011, no. 7, article 900.

9. Decree of the RF President No. 1167 from September 13, 2004 "On 
Urgent Measures to Improve the Effectiveness of Combating Terrorism" [Ukaz 
Prezidenta RF ot 13 sentyabrya 2004 g. N  1167 «O neotlozhnykh merakh po pov- 
ysheniyu effektivnosti bor'by s terrorizmom»]. SZ RF -  Collection of Laws of the RF, 
2004, no. 38, article 3779.

10. Decree of the RF President No. 116 from February 15, 2006 (as 
amended in Decree of the RF President No. 479 from June 27, 2014) "On Meas­
ures to Combat Terrorism" [Ukaz Prezidenta RF ot 15 fevralya 2006 g. N  116 
(v red. Ukaza Prezidenta RF ot 27 iyunya 2014 g. N  479) «O merakh po pro- 
tivodeistviyu terrorizmu»]. SZ RF -  Collection o f Laws o f the RF, 2006, no. 8, 
article 897.

11. "The National Security Strategy of the Russian Federation until 2020" 
approved by the Decree of the RF President No. 537 from May 12, 2009 [«Strate- 
giya natsional>noi bezopasnosti Rossiiskoi Federatsii do 2020 goda» utverzhden- 
naya Ukazom Prezidenta RF ot 12 maya 2009 g. N  537]. SZ RF -  Collection o f Laws 
of the RF, 2009, no. 20, article 2444.

12. "The Concept of Counter-terrorism in the Russian Federation" ap­
proved by the President of the Russian Federation on October 5, 2009 [«Kont- 
septsiya protivodeistviya terrorizmu v Rossiiskoi Federatsii» utverzhdennaya 
Prezidentom RF 5 oktyabrya 2009 g.]. Rossiiskaya gazeta -  Russian Newspaper from 
October 20, 2009.

13. Decree of the RF President No. 851 from June 14, 2012 "On the Pro­
cedure for Establishing Levels of Terrorist Threat, which Provide for Additional 
Measures to Ensure the Security of an Individual, Society and the State" [Ukaz 
Prezidenta RF ot 14 iyunya 2012 g. N  851 «O poryadke ustanovleniya urovnei 
terroristicheskoi opasnosti, predusmatrivayushchikh prinyatie dopolnitel'nykh 
mer po obespecheniyu bezopasnosti lichnosti, obshchestva i gosudarstva»]. SZ 
RF -  Collection o f Laws o f the RF, 2012, no. 25, article 3315.

14. Aminov I. I., Eriashvili N. D., Volynskii-Basmanov Yu. M., Volyn- 
skii V. Yu., Kameneva M. E. Profiling. Technologies to Prevent Wrongful Activities 
[Profailing. Tekhnologii predotvrashcheniya protivopravnykh deistvii]. 2nd edi­
tion, Moscow: 2012.



15. Anisimova N. N. Features o f the Visual Psychodiagnosis o f Terror­
ist's Identity. Detection o f Criminal Misrepresentation o f Information: Study Guide 
[Osobennosti vizual'noi psikhodiagnostiki lichnosti terrorista. Obnaruzhenie 
kriminal'nogo iskazheniya informatsii: Ucheb.-metod. Posobie]. 2nd revised edi­
tion, science editor Yu. N. Demidova, Domodedovo: 2007.

16. Motin V. V. Problems of Ensuring Transport Safety in the Develop­
ment of Modern Information Technologies [Problemy obespecheniya transport- 
noi bezopasnosti pri razvitii sovremennykh informatsionnykh tekhnologii]. 
Transportnoe pravo -  Transport Law, 2013, no. 2.

17. Motin V. V., Tseluiko A. V. and others. Organizational-legal Founda­
tions o f Passenger Air Transportation: Textbook [Organizatsionno-pravovye osnovy 
passazhirskikh aviaperevozok: Uchebnoe posobie]. Domodedovo: All-Russian 
Institution of Further Training of the RF MIA, 2011.

18. Motin V. V., Tseluiko A. V and others. Administrative-legal As­
pects o f Activity o f Internal Affairs Bodies Subdivisions for  the Inspection o f Air­
line Passengers: Study Guide [Administrativno-pravovye aspekty deyatel'nosti 
podrazdelenii organov vnutrennikh del po dosmotru aviapassazhirov: Ucheb­
noe posobie]. Domodedovo: All-Russian Institution of Further Training of the 
RF MIA, 2012.

19. Savinkova E. N. Peculiarities of Terrorist Crimes on Transport [Oso­
bennosti prestupnosti terroristicheskoi napravlennosti na transporte]. Transport­
noe pravo -  Transport Law, 2012, no. 3.

20. Statnyi V. M. Basics of Profiling in Ensuring Transport Safety: Tech­
nology and Academic Discipline [Osnovy profailinga v obespechenii bezopas­
nosti na transporte: tekhnologiya i uchebnaya distsiplina]. Zhurnal «Psikhologiya i 
pravo» -  magazine "Psychology and Law", www.psyandlaw.ru, ISSN-online: 2222­
5196, E-mail: info@psyandlaw.ru, 2013, no. 2.

21. Tseluiko A. V. Towards the Issue of Training of Skilled Employees 
of the Transport Police to Act in Conditions of Mass Sports Events [K voprosu o 
podgotovke kvalifitsirovannykh sotrudnikov transportnoi politsii k deistviyam 
v usloviyakh provedeniya massovykh sportivnykh meropriyatii]. Transportnoe 
pravo -  Transport Law, 2013, no. 2.

To
pi

ca
l 

iss
ue

s 
of 

us
ing

 
th

e 
te

ch
no

lo
gy

 
of 

pr
of

ili
ng

 
in 

ac
tiv

ity
 

of 
tr

an
sp

or
t 

po
lic

e 
as 

me
an

s 
to 

en
su

re
 

an
ti

-t
er

ro
ri

st
 

se
cu

rit
y 

on 
tr

an
sp

or
t

http://www.psyandlaw.ru
mailto:info@psyandlaw.ru

